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I. INTRODUCTION

The HIPAA Privacy Rule requires that Kaiser Permanente train all members of its workforce on
the policies and procedures regarding Protected Health Information (PHI) which are necessary
and appropriate for them to fulfill their roles and responsibilities. The HIPAA Security Rule
requires information security awareness training to all members of its workforce.

Students, agency workers, volunteers and contractors are considered part of the workforce if
they work for Kaiser Permanente or work on its premises and are under its control even if
another organization pays them. Because of the nature of your particular services to Kaiser
Permanente during your limited-time period, the department in which you have been assigned
has determined that you require a certain level of HIPAA training. This limited HIPAA training
is a review of the key concepts of the HIPAA Privacy and Security Rules and selected
procedures and guidelines so that you can protect our members’ and patients’ private
information.

Please read the entire guide. When completed, give the signed documents to the person in
charge of your assignment.

[lI. Protecting Memb er/ Patient Information
CHIPAAO

“HIPAA” is the Health Insurance Portability and Accountability Act of 1996. The
“Administrative Simplification” provisions include a Privacy Rule and a Security Rule designed
to protect the privacy and confidentiality of a patient’s Protected Health Information (PHI).

The Privacy Rule requires Kaiser Permanente to protect the privacy and confidentiality of a
patient’s medical and billing information known as Protected Health Information (PHI), whether
in oral, written or electronic form. The Security Rule requires Kaiser Permanente to protect the
integrity, confidentiality and availability of electronic PHI (ePHI). All of us need to know about
HIPAA and how we need to protect our members’ and patients’ information.

CPHI10

“PHI” is Protected Health Information. PHI is anyone’s information about their physical or
mental health, the care they receive, or any payment for that care that includes oral, written or
electronic information. PHI can be past, present or future information. PHI also includes
identifiable member/patient payment, dues, enrollment, and disenrollment information.
Individually identifiable health information in KP employment records is not PHI; however, it
may be subject to other state and federal privacy protections.

Examples of PHI are: name, address, phone number, email address, license number, social
security number, membership number, account number, health record, and any other

identifiable information.

Protecting Patient Information

Members and patients expect to have their information kept private and not shared with
anyone. Kaiser Permanente employees must protect members’/patients’ information so that
only those who need to know have access to it.
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¥ If you come across PHI as you perform your duties, it is important that you do not share it
with anyone who doesn’t need to know in order to do his/her job. This means not sharing
this information with fellow co-workers or anyone outside of work.

¥ Report any suspicious person who may be trying to access computer systems or PHI to the
person in charge.

¥ Failure to protect PHI by you or others may put our organization at risk for penalties under
HIPAA as well as other laws. These penalties can result in fines and/or jail for either the
Organization and/or the employee.

¥ Workforce employees who fail to protect PHI will be subject to corrective action that may
lead up to discipline or termination.

Information Security Requirements

The HIPAA Security Rule applies only to information that is created, maintained, stored or
transmitted electronically. Electronic media includes computer networks, wireless networks,
biomedical devices, desktop computers, laptop computers, personal digital assistants (PDAs) or
handheld computers. ePHI can be stored on magnetic tapes, disks, CDs, digital cameras and
cell phones.

The HIPAA Security Rule requires Kaiser Permanente, its workforce members, and business
associates to protect the integrity, confidentiality, and availability of the ePHI they use, create,
maintain, receive or transmit.
These requirements include:

¥ putting security measures in place

¥ controlling access to ePHI

¥ protecting it from alteration, destruction, loss, and accidental or intentional use by or

disclosure to unauthorized persons

[11. HIPAA Concepts and NW Regional Polices and Practices

Need to Know Rule

Employees may use/access PHI if it is necessary to perform their job. They may share PHI with
others within the organization that need PHI in order to do their job.

Minimum Necessary

The use or disclosure of PHI must be limited to the “minimum necessary”, which is the amount
of PHI that is necessary to accomplish the particular task for which the PHI is being used,
disclosed, or requested. For instance, to answer a question about a patient’s name, it is
unlikely that the entire medical record is the minimum necessary amount of PHI to disclose.

A general principle is “need to know” — if the PHI you wish to access is more than you need to
know, then it is not the minimum necessary.

Kaiser Permanente must make reasonable efforts to limit the use of PHI and disclosure of PHI
within and outside the organization.
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Safeguarding PHI

Protecting PHI often involves common sense:

¥ Do not discuss patient information in public areas such as the cafeteria

¥ Use an appropriate volume when discussing patient information in person or on the
phone, e.g., close curtains and use a lower tone in a semi-private room and open spaces

¥ Secure or turn computer screens away so that it reduces the risk for others to read
information

¥ Keep member/patient paperwork with PHI faced down on counters or turned
backwards if attached to curtains or wall files.

¥ Be certain that documents containing PHI, e.g., records, emails, faxes, are not left
unattended, particularly in public areas

¥ Do not post your computer password, use a password belonging to someone else, or use
a computer already logged on by someone else

¥ Discard patient/member information either in a WOW box or recycling container

KPNW Procedures:

Patient and Memb er Rights

If you receive a request from a member/patients to access, amend, and/or request a
accounting of disclosures of his/her PHI, redirect this request to someone in your department
so that the written request can be sent to Medical Reports for prompt triaging.

Authorization

If you need to send PHI outside the organization, and/or receive a request to fax/mail PHI
outside of the organization, consult with someone in your department to determine if proper
authorization is needed and/or has been received. It is important that we account for any PHI
we disclose other than for treatment, payment or healthcare operations.

¥ Never leave personal health information on a recorder or voice mail unless the patient has
granted permission and the permission is documented in the medical record. Consult with
another employee for how and where their department documents the acceptance to leave
PHI on a recorder or voicemail.

Communicating with Family Members

It is important that we have permission from the patient/member to share information with
family members. When acceptance has been granted, we should document the acceptance so
that others in the department will know the status.

In the inpatient setting, when patients are admitted, they will be asked to declare if they
authorize the release of information such as location, condition and religion preference.

Under certain circumstances, KP may disclose PHI to a person involved in the care of or
payment for that member/patient. Consult with the person in charge if you need to
communicate to the family if the patient’s best interest is at stake and the patient is unable to
give permission.
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V. Resource Information
Resources are available to assist you.

A. HIPAA Contacts

¥ The Department Manager/ Supervisor

¥ Regional Privacy Officer: Dolores Empey 503 813-4804 or 49-4804.

¥ Regional HIPAA Security Officer: Jane Van Ness 503-813-4464 or 49-4464

¥ Medical Reports Department: 31-5051

¥ For the Health Information Management Department, including KSMC Hospital, Maria

Goodrich, Director, is the point of contact @ 31-8421.

B. Location of Policies and Procedures

¥ Regional website for HIPAA Privacy/Confidentiality policies and procedures:
http:/ /internal.or.kp.org/medrec/index.html

¥ Regional website for HIPAA Security policies and procedures:
http://internal.or.kp.org/ice/policies_procedures/reg compl_policies.htm

¥ KPNW HIPAA Website: http://kpnet.kp.org/hipaa/regional _info/nw_region.html

¥ National HIPAA website: http://kpnet.kp.org/hipaa/privacy/privacy_policies.html
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NW Kaiser Permanente HIPAA Training Attestation of Completion

If you are reviewing HIPAA training material on your own you must complete
the following information and submit this document to the person in charge of
your assignment no later than

(to be filled in by superviS(;r)

| have received and read a copy of Kaiser Permanente HIPAA Training for
Limited -Time Workforce Members

| understand that | am responsible for reading this packet and asking

questions if | do not understand the content.

Name (printed)

Signature
Date / /
Circle one: student agency worker volunteer contractor

School or Agency

City and State

School Instructor or Agency Contact Person:

KP Department

Facility

Supervisor of KP Department
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...
N K ewanene. Confidentiality Statement

To get a copy visit: http://internal.kpnw.org/forms/documents/00036260.pdf
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